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Level III Verification Test Report 
 

• Software Owner: InfoProjects B.V. 

• Name of Software: IPROX CMS, Version 4.7.2306 

• Agreement Number: 43020 

• Test Report Number: L3-2023-00387 

• Verification Consultant: Mark Keenan 

 

Revision Date Reviewer Description 

0.1  14th February 2023  Draft for Internal Review 

0.2 16th February 2023 BN Internal Review 

1.0 21st February 2023  Issued for External Review 

 

Notices 

  
This report is intended for use only by the parties to the agreement noted above. If you have received this report in error, contact the NCC Group Software Resilience division. 
This report may not be reproduced by any means in whole or in part without the approval of NCC Group plc. 
 
The details of the software in this report are based solely upon information supplied by the depositing party and the Deposit Checking noted in this report have been carried 
out solely on the material deposited by the depositing party. 
 
NCC Group plc gives no warranty and makes no representation in respect of the contents of this report. 
 

Limits and Reservations 
 
The software identified in this report was verified in the described hardware and software environment and that to the best of knowledge the information contained in this report 
is correct. 
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Section 1  -  Management Summary 
 
This report is produced as a record of the Level III Verification, a high-level overview of which is summarised within the following subsections.  
 

1.1 Introduction 
 
The aim of the exercise was to carry out checks to prove that the software could be successfully built or deployed from the source code and that the source code and associated 
files were being placed into the NCC Group Secure Environment under agreement number 43020. 
 
The software was seen to be compiled from source code and all stages were noted and detailed in this report. On completion of the exercise, the verified deposit was lodged 
in the NCC Group Secure Environment. 
 

 Note: 

This report is distributed as Issued – DRAFT for comments from all parties. If no comments are received within 14 days of the issue date, the report status will automatically 
become Issued – FINAL. 
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Section 2  -  Scope of Verification and Technical Summary 
 

2.1 Objective 
 

• Objective of this verification is to verify that the source code can be compiled. 
 

2.2 Level III Verification Process  
 
The Level III Verification process consists of the following phases: 
 

• Communication with parties to establish main parameters (Kick Off). 
 

• Software Owner provides source code deposit and associated files. 
o NCC Group validates if this is sufficient to proceed with next phase: 
o No compiled components present in source code (source code is clean) 
o Compilation Instructions acceptable 
o Third party software described and available. 
 

• Compilation of software by Software Owner and NCC Group:  
o Start with clean hardware (nothing installed) 
o Installation of operating system  
o Installation of development environment and third party software 
o Environment parameters are set 
o Load of clean source code 
o Compilation of source code 
o Check of compilation logs for errors. 
o Issues arising from the compilation are resolved in cooperation with the Software Owner 
 

• Check of various components by NCC Group: 
o Quality assessment Deposit Specification Form  
o Check for presence of Technical Documentation  
o Check for presence of User Documentation. 
 

• Verification report is created by NCC Group and provided to parties. 
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2.3 Software Owner Information 
 

Name:      InfoProjects B.V. 
 
Technical Representative Information: 
 

Name Email 

Ad van Pinxteren 
Sander van der Meulen 

ad.van.pinxteren@infoprojects.nl 
sander.van.der.meulen@infoprojects.nl 

 

2.4 Verification Information 
 
NCC Group Verification Consultant:  Mark Keenan 
      mark.keenan@nccgroup.com  
 
Location:     NCC Group plc 
 

XYZ Building 
2 Hardman Boulevard 
Spinningfields 
Manchester 
M3 3AQ 
United Kingdom  

 
Date of Verification:    14th -15th February 2023 
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Section 3  -  Software Information 
 
This section presents information relating to the exercise, including the scope of the exercise and details of the materials that form the verified deposit. 
 

3.1 Catalogue of Materials Deposited  
 
The following is a full list of the materials deposited for the verified software: 
 

• The source code and associated files for IPROX CMS, Version 4.7.2306 
 

• A copy of this test report. 
 

3.2 Contents of the Verified Deposit 
 
The below table details the contents of the verified deposit: 
 

Filename Description 

iprox-escrow-deposit-43020-2023.zip Contained the source code 

build_postbuild.zip Contained the binaries created during the exercise 

 
As a result of the verification, the material listed above is now deposited under agreement number 43020 and marked as having completed an exercise. The verified material 
will remain lodged in the NCC Group Secure Environment, in addition to subsequent updated deposits, until a later deposit is also verified. 
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Section 4  -  Results 
 

4.1 Summary 
 
In the Project Management Plan parties agreed that the objective of this verification exercise was to verify if the source code can be compiled. 
 

• During this verification all source code was compiled. 
 

• Issues arising from the compilation were resolved in cooperation with the Software Owner 
 

4.2 Project assumptions 
 

Assumption Remarks 

The Software Owner will provide source code and associated files. Material was provided electronically. 

Software necessary for phase “Compilation of software by supplier and NCC Group” is available 
from official installation media; as installation setups (with license keys) or can be downloaded 
from the Internet. 

All software was available from official installation 
media; as installation setups or could be 
downloaded from the Internet 

No network/database connection during phase “Compilation of software by the Software Owner and 
NCC Group” is required or allowed. 

No network/database connection was used. 

Version 4.7.2306 will be verified in this verification. Version 4.7.2306 was verified. 

Execution of phase “Compilation of software by the Software Owner and NCC Group” will be a 
collaborative effort by the Software Owner and NCC Group whereby NCC Group will execute the 
work and the Software Owner will support efforts. 

- 

Phase “Compilation of software by the Software Owner and NCC Group” will be executed in the 
United Kingdom. 

Compilation was executed in the United Kingdom 
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4.3 Check of Requisite Components 
 

4.3.1 Deposit Specification Form 
 
The Software Owner is required to provide an (updated) verified Deposit Specification form with each deposit provided to NCC Group (Article 4.1 of the contract).  
 
In the Deposit Specification form, the Software Owner is requested to answer a number of standard questions which are required for verification of the material.  
 
As this document is often the only document provided with update deposits, it is vital to have a document of sufficient quality and consequently this document is always 
assessed by a technician of NCC Group during a Level III Verification.  
 

Conclusion 
 
Deposit Specification form was provided by supplier and meets the Software Resilience quality requirements. 

 

4.3.2 Technical Documentation 
 
Should a release event (Article 5 of the contract) take place, Technical documentation will assist Software Resilience beneficiaries to quickly understand the concepts and 
methods used by the Software Owner to create the software and consequently be able to continue with development of the software efficiently and effectively. 
 
In the project management plan parties agreed that the technical lead for this project would check for the presence of certain documentation.  
 

Conclusion 
 
Technical documentation has been provided. 

 

4.3.3 User Documentation  
 
Under normal circumstances a Software Resilience beneficiary already has access to user documentation.  
 
However, for backup purposes it is advised to deposit a copy of the documentation with the verified deposit and as such parties agreed in the project management plan that 
the technical lead for this project would check for the presence of certain documentation. 
 

Conclusion 
 
User documentation has been provided. 
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Appendix A - Definitions/Abbreviations 
 

Definition/Abbreviation Description 

Copy of runtime software A copy of the software used in the production environment – the software that the Software Resilience beneficiary 
is actually using. 
 
Method of delivery depends on how software supplier provides material to the clients. Examples:  
 

• Installation CD/DVD + patches – NCC Group requests a copy of this material 

• Software is downloaded from Internet – NCC Group requests a copy of this material 

• Software is installed by supplier at users’ site – NCC Group visits a user to obtain material or another 
method is developed. 

 

No compiled components present in source 
code (source code is clean) 

An example of a component is an encryption sub-module.  
 
Such sub-modules are often used in other modules (write once, use many times).  
 
When these other modules are compiled the sub-module is used in the compilation process. For reasons of 
efficiency however, such a sub-module is often used in its compiled format (object/library) during compilation and 
not as source code (in other words not recompiled). 
 
The issue for Software Resilience services are – how do we know if supplier provided all source code of all its 
components if sub-modules are not recompiled during compilation? 
 
To establish if software supplier did supply source code of all its compiled components NCC Group resorts to the 
following method:  
 

1. When source code from a software supplier is received, all compiled components are removed 
2. During the compilation process third party components are installed on the system by using official 

installation media, or by downloading them from the Internet (to establish without any doubts that this 
material is 100% third party) 

3. All software supplier components are recompiled 
4. Compilation of the main software package starts.  

 
Should compilation of the main software package fail because a compiled component was not present the following 
mitigation process will be executed:  
 

• Problem due to the fact that supplier did not supply source code of a component: 
o request source code from supplier 
o recompile component 
o continue or restart compilation of main software package.  
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Definition/Abbreviation Description 

 

• Problem due to the fact that supplier did not document all third party components:  
o request or download third party software  
o install third party software on verification system 
o continue or restart compilation of main software package. 

 

Third Party Software Any software which has not been created by software supplier. 

Escrow Material Material parties agreed upon to provide into Escrow – examples:  
 

• Source code 

• Technical Documentation 

• User Documentation 

• Compilation Instructions 

• Deposit Specification Form. 
 

Development Environment Software needed to develop and compile the software.  
 
Examples:  
 

• Microsoft .Net 

• Gnu C 

• Sun JDK 
 

Deposit Specification Form A document which software supplier must provide with each deposit. It contains standard questions, such as:  
 

• Which version is provided; 

• Which media are provided; and 

• Description of development environment used. 
 

Compilation Instructions Compilation Instructions should contain at least the following items: 
 

• Instructions how to install development environment on a clean system 

• Instructions how to load source code 

• Instructions how to set environment parameters 

• Instructions how to compile software. 
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Appendix B - Screenshots 
 
Compilation evidence: 
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{ 

  "version": "1.0", 

  "components": [ 

    "Microsoft.VisualStudio.Component.Roslyn.Compiler", 

    "Microsoft.Component.MSBuild", 

    "Microsoft.VisualStudio.Component.CoreBuildTools", 

    "Microsoft.VisualStudio.Workload.MSBuildTools", 

    "Microsoft.VisualStudio.Component.TestTools.BuildTools", 

    "Microsoft.Net.Component.4.8.SDK", 

    "Microsoft.Net.Component.4.7.2.TargetingPack", 

    "Microsoft.VisualStudio.Component.NuGet.BuildTools", 

    "Microsoft.VisualStudio.Web.BuildTools.ComponentGroup", 
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    "Microsoft.Net.ComponentGroup.DevelopmentPrerequisites", 

    "Microsoft.VisualStudio.Component.TypeScript.TSServer", 

    "Microsoft.Net.Component.4.8.TargetingPack", 

    "Microsoft.Net.ComponentGroup.4.8.DeveloperTools", 

    "Microsoft.NetCore.Component.Runtime.6.0", 

    "Microsoft.NetCore.Component.Runtime.7.0", 

    "Microsoft.NetCore.Component.SDK", 

    "Microsoft.VisualStudio.Component.DockerTools.BuildTools", 

    "Microsoft.Component.ClickOnce.MSBuild", 

    "Microsoft.VisualStudio.Wcf.BuildTools.ComponentGroup", 

    "Microsoft.VisualStudio.Component.WebDeploy", 

    "Microsoft.Net.Component.3.5.DeveloperTools", 

    "Microsoft.Net.Component.4.6.2.TargetingPack", 

    "Microsoft.Net.Component.4.7.TargetingPack", 

    "Microsoft.Net.Component.4.7.1.TargetingPack", 

    "Microsoft.Net.ComponentGroup.4.6.2-4.7.1.DeveloperTools", 

    "Microsoft.Net.Component.4.8.1.SDK", 

    "Microsoft.Net.Component.4.8.1.TargetingPack", 

    "Microsoft.Net.ComponentGroup.4.8.1.DeveloperTools", 

    "microsoft.net.runtime.mono.tooling", 

    "microsoft.net.sdk.emscripten.net7", 

    "wasm.tools", 

    "microsoft.net.runtime.mono.tooling.net6", 

    "microsoft.net.sdk.emscripten.net6", 

    "wasm.tools.net6", 

    "Microsoft.VisualStudio.Component.TypeScript.SDK.4.8", 

    "Microsoft.VisualStudio.Workload.WebBuildTools", 

    "Microsoft.VisualStudio.Component.Node.Build", 

    "Microsoft.VisualStudio.Workload.NodeBuildTools", 

    "Microsoft.Net.Component.4.6.TargetingPack", 

    "Microsoft.VisualStudio.Component.VSSDKBuildTools", 

    "Microsoft.VisualStudio.ComponentGroup.VisualStudioExtensionBuildTools.Prerequisites", 

    "Microsoft.VisualStudio.Workload.VisualStudioExtensionBuildTools", 

    "Microsoft.VisualStudio.Component.NuGet", 

    "Microsoft.VisualStudio.Component.Workflow.BuildTools", 

    "Microsoft.VisualStudio.Component.Sharepoint.BuildTools", 

    "Microsoft.VisualStudio.Component.TeamOffice.BuildTools", 

    "Microsoft.Net.Component.4.7.2.SDK", 

    "Microsoft.NetCore.Component.Runtime.5.0" 

  ] 

} 
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The build.ps1 script was executed several times, each correcting an error related to a specified .pfx file from within the supplied deposit as shown below and overleaf: 
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About Software Resilience 
 
With over 30 years’ experience, NCC Group is a world-leading Software 
Resilience provider ensuring the continued availability of outsourced 
business-critical software and data through our Escrow and Verification 
services. 
 
Our Software Resilience services enable businesses to easily prepare 
for, respond to and recover from disruption to third-party services, 
strengthening operational resilience and satisfying business continuity 
planning, regulatory compliance and supply chain risk management 
requirements. 
 
Over 14,000 businesses worldwide benefit from our ability to offer our 
Software Resilience services under a variety of international laws and the 
assurance that comes from our global network of both physical and virtual 
storage vaults. Our offering and global capabilities are backed up by our 
experience in-house legal and technical teams, guaranteeing an 
independent and quality service. 
 
The principle behind our offering is clear – to protect all parties involved 
in the development, supply and use of business-critical software and 
data.  
 
Adding further strength and expertise to our Software Resilience services, 
we’re also global experts in cyber security and risk mitigation – protecting 
businesses against the ever-evolving threat landscape. 
 
For more information please contact the team at 
verification@nccgroup.com or call +44 (0) 161 209 5200. 
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